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Abstract—With increasing modern technology involvement
in numerous consumer areas, our cities are gradually turning
into smart urban areas. Wireless technologies have especially
been playing a pivotal role in making cities smarter. The
popular name for wireless wearable devices is the wearable
Internet of Things (loT). Wearable 10T has begun a smart
textiles movement. However, wearable 10T increased wirelessly
transmitted data, opening avenues for critical data capture by
unauthorized listeners. The present study offers a typical
wearable textile loT device with information security. Our
work proposes a novel mutual authentication protocol between
10T devices and their gateway, supported by a state-of-the-art
encryption algorithm. The protocol can increase the
information security of similar smart textiles. In addition to an
informal security evaluation, our protocol has been tested by
two formal security analysis tools. The popular Scyther and
AVISPA tools verify that the data transmission between our
design wearable textile and the gateway is secure. A
comparison of our work with previous proposals shows the
comprehensiveness of our design and its applicability to other
10T devices, as well.

Index Terms—authentication, cryptography, Internet of

Things, message authentication, wearable sensors.

I. INTRODUCTION

The concept of the Internet of Things (IoT) was first
proposed with the rise of radio frequency identification
(RFID) technology in 1999 [1]. IoT allows communication
and data sharing easily and quickly [2-3]. The ability of
small devices to communicate wirelessly with other large
devices rapidly increased consumers' mobility in the world.
The conveniences provided by IoT in healthcare,
transportation, and other daily life activities increased the
number of smart cities [4]. State-of-the-art technologies
support smart cities by providing numerous facilities for the
daily life of their dwellers [5-6]. Mobile phones and
wearable smart devices play an essential role in the critical
services of a smart city [7-8]. Wearable devices are finding
their way into many application areas, among which smart
textiles are increasing. The wearable devices-textiles merger
can help retrieve personal health information, making them
indispensable in smart cities.

As ToT devices worldwide reach billions, critical tasks
face many information capture attacks every day [9]. The
attackers seek to gain access or alter data, resulting in
depletion of factual data and creation of false and erroneous
information. Some other attacks aim at depleting the energy
of the un-resourceful IoT devices. Attacks can cause the
services of wearable smart textile devices to be temporarily
or permanently blocked, with eventual endangerment of
their users. The proper operation of the smart city systems
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can only be guaranteed by providing security to wearable
devices. Therefore, a great deal of research is currently
being conducted in IoT security [10]. Since there are
numerous types of attacks on IoT, sophisticated precautions
are necessary to prevent most of them in one go. Due to IoT
devices’ low energy and memory space, countermeasures
against loT attacks differ from countermeasures for
computers [11-12]. Computer countermeasures are resource-
demanding and more sophisticated. Nevertheless, IoT
information security is possible as long as the security steps
are optimum and the system performance is not affected.
Authentication is a security service that plays an integral
part in IoT devices and computers [13-16]. Authentication is
the process of verifying the other party’s identifier. Mutual
authentication is the process of both parties verifying each
other’s identifiers. Wearable smart textile devices need a
strong mutual authentication protocol for a reliable decision,
which can only be based on accurate information. In the
present work, we propose a design that provides a secure
mutual authentication protocol to prevent potential
unauthorized access to the data between wearable smart
textile devices and their IoT gateway. The rest of the article
includes Section 2 for works related to our study and our
motivation and contribution. Section 3 contains our material
and methods, while Section 4 describes the security analysis
of our proposed protocol. Section 5 presents the security
performance comparison of our work against previous
works. Finally, Section 6 gives the conclusion of our work.

II. RELATED WORKS

There are numerous studies on the security of IoT
devices, which follow the research in RFID security. Some
of the studies related to our work are summarized below.

An IoT system using biometric technology is proposed in
a comprehensive work [17]. In the work, where data
encryption using the advanced encryption standard (AES)
algorithm is proposed for securing the information exchange
in the system, Raspberry Pi is used as a resourceful IoT
device. The encrypted biometric data is hosted on the Azure
cloud.

Sun et al. have designed a password-based authentication
protocol in the machine-to-machine (M2M) data transfer
between IoT members [18]. The study presents a design to
eliminate impersonation and replay attacks. In the proposed
design, although a mutual authentication is proposed
between the mobile devices and an M2M server, the
authentication between gateway and home devices is not
considered. A security analysis with a formal verification
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tool is also lacking. Aydin et al. developed an authentication
protocol for lightweight devices, i.e., devices with scarce
resources [19]. Their protocol also makes use of the AES
algorithm. The recommended protocol is secure against de-
synchronization and denial-of-service (DoS) attacks.

A smart home system was designed using [oT devices at
work [20]. A smart home is an indispensable part of loT
smart systems, which constitutes smart cities. The low-cost
system design controls the utensils of a house from
anywhere on earth. A three-level Kerberos authentication
has been used in the work as a precaution against security
problems. The work has drawn many references in the
literature, as Kerberos is not accepted as an effective
solution for authentication [10].

Some specific [oT attack types such as side-channel
attacks, signal injection, spoofing, elevation of privilege,
privacy breach, information disclosure, device tampering,
and DoS attacks have been studied in work [21]. Security
and privacy concerns in IoT systems were addressed, but
protocol-specific threats were not considered in the article
[22].

Multiple authentication protocols have been proposed in
works [23-26], using physically unclonable functions
(PUFs), long-term evolution (LTE) direct technology,
wireless sensor network (WSN) authentication schemes, fog
computing nodes. All of the works aim at perfecting the
security and privacy of information exchange in IoT
systems. Nikooghadam and Amintoosi [27] suggested a
notable authentication scheme for medical information
systems. The scheme provides a mutual authentication
protocol and resists key compromise by impersonation,
password guessing, replay, and insider attacks. However, the
proposed scheme is not evaluated for known passive attacks.

In 2006, Chang and Le proposed an authentication
scheme for Ad hoc wireless sensor networks, ensuring
forward secrecy [28]. Nevertheless, Das et al. [29] showed
that the protocol 1is insecure and insufficient in
authentication and password update phases. Another
authentication scheme was also attacked [30]. The authors
claimed that their protocol was verified by the Scyther tool.
Although the authors claimed that the proposed mutual
authentication protocol provides security for man-in-the-
middle, DoS, and replay attacks, work [31] demonstrated
that an attacker can capture the certification from the
initialization message of the authentication. The attack
results in impersonation of the base station by using the
captured certification and some other fake parameters.

There are also proposals for wearable sensors in the
literature [32-33]. The lightweight authentication protocol
proposed in work [32] is verified using the Automated
Validation of Internet Security Protocols and Applications
(AVISPA) tool. In work [33], the collected inertial data is
sent to a cloud server wirelessly. However, the sensor data is
sent without any security measures. Similarly, the wireless
device in our previous work sends session patient arm
flexion and extension angles to a gateway in cleartext [34].
We witnessed that the sent data becomes critical when a
malicious user intercepts it and understands that the arm of
the tracked patient is not functioning normally. The above
threat led us to provide security to our wearable device in
the present work.
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A. Motivation and Contributions

The above literature review shows that information
security must be considered continuously against the risk of
new eavesdropping and attack techniques on wireless sensor
data. For example, our previous work showed a massive
vulnerability because the patient data was sent in cleartext
[34]. The detected vulnerability was the cause of our
primary motivation for designing two-factor security for
wearable health sensors, especially after the "bluejacking"
and "bluesnarfing" attacks revealed in work [35]. The
mentioned attacks allow hackers to expose the information
transmitted in Bluetooth communication. With such
motivation, we aim to contribute the following in our
present work:

e A formally analyzed (by AVISPA and Scyther tools)
authentication protocol to ensure secure information
exchange by loT devices;

o Addition of secure wearable sensors on textiles for the
creation of smart textiles;

e A novel wearable sensor application for smart textiles,
smart healthcare, and smart cities.

In brief, we intend to contribute by presenting a secure
smart wearable device for a novel smart textile prototype
that can be used in healthcare, making smart cities more
intelligent. The next chapter details our material and
methods.

III. MATERIALS AND METHODS

A. Materials

This section explains the materials used to create a
wearable device that makes the worn textiles smart. The
resulting smart textile performs the human elbow flexion
and extension angle measurements. An authentication
protocol is added to ensure the secure transmission of the
measured angles in the design.

The smart textile device has been created by integrating
sensors with a microcontroller card attached to the textile
with conductive wires present inside the woven fabric. The
materials used in the proposed system are as follows:

e Arduino UNO R3 microcontroller card (sensor &
communication base);

e MPU 6050 accelerometer and gyro sensor (2 units);

e HC-05 Bluetooth module;

o Raspberry Pi 4 (IoT gateway);

o Passive elements & conducting wire.

Two units of MPU 6050 are used to measure the elbow
flexion and extension angle 0, in Figure 1. Both MPU 6050
sensors are fixed on the textile. The data received from the
sensors are processed using an Arduino UNO
microcontroller card and stored after being encrypted with
AES. Afterward, it is transmitted wirelessly to the
Raspberry Pi device (gateway) from the Arduino UNO
using the HC-05 Bluetooth module. Conductive wires of the
textile are used in the communication of the sensors with
Arduino UNO. In addition, conductive wires are used to
position the sensors and Arduino UNO on the textile. The
materials used in our prototype are shown in Figure 1 and
represent an application of smart textiles on the human arm.
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Arduino UNO & Bluetooth Module

MPU 6050 Sensor-1

MPU 6050 Sensor-2

Figure 1. The prototype of wearable sensor applied on a human arm

After the sensor data collected are transmitted to the IoT
gateway, they are presented to the user with a custom
Windows application, as in Figure 2. The maximum and
minimum values during the measurement are determined
and displayed on the screen.

i Protracto - o X

PortName [EEE Restart Port Log

Angle 1 Lower Arm = 83.15°

Angle 2 Upper Arm = 33.12°
Error Messages

Difference, © = 50.03°
Min-D =1222°
Max-D =108.12°

Figure 2. Application for measuring elbow flexion and extension angles

The Arduino UNO card is programmed with Arduino
integrated development environment (IDE) software to
collect and encrypt the data from the sensors. AES is used
for encryption and an HC-05 Bluetooth module to transmit
the data to the gateway.

B. Methods

One of the security services necessary is data
confidentiality, which means the data collected and stored
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on the IoT device is not revealed to unauthorized persons.
Confidentiality is provided through encryption algorithms
[36]. Another critical security service is data integrity, i.e.,
the contents of the transferred data must be intact and
unchanged [37]. Authentication protocols can ensure data
integrity. Availability, another security service, ensures that
access to data is possible only by authorized users.
Availability can be achieved by preventing continuous
unauthorized access attempts to IoT devices. Our
recommended authentication protocol provides
confidentiality, integrity, and availability.

After getting cautioned about the information security
vulnerability in our designed prototype, we sought to add a
mutual authentication protocol for providing the above-
explained security services. We devised the protocol shown
in Figure 3 between our smart textiles and its gateway.
Then, we performed both informal and formal security tests
needed to verify our protocol design. Thus, information
security has been ensured against attacks via unauthorized
Bluetooth users. However, it is assumed that the data
communication between the IoT gateway and the cloud
servers is secure. Thus, data communication between
Arduino UNO and users is provided with end-to-end
security. Next, the designed security authentication protocol
is presented in detail.

1) Setup of Our Secured Smart Textile Design

In Figure 3, the setup of our smart textile configuration is
shown. Data collected from sensors is transferred to Arduino
UNO in cleartext. Data on Arduino UNO is encrypted with
AES and stored. It is then transmitted wirelessly to the IoT
gateway via Bluetooth. A mutual authentication protocol
prevents unauthorized intervention to the wireless
communication between the wireless IoT device and the
gateway.

Multi Factor Secure Smart Healthcare

2™ factor
Mutual authentication protocol
Symmetric encryption

Smart City Cloud

Shared secret

Raspberry Pi 4

(loT gateway)

key @ @ key

Encrypted data

(D)

| Smart healthcare

i? Smart textile

Shared secret

MPU 6050
Clear text | | accelerometer &

Arduino UNO with gyro sensor

Bluetooth module

(loT device) MPU 6050

ot Clear text | | accelerometer &
1” factor
gyro sensor

Data encrypted & stored

Notebook User

Figure 3. Setup of smart textile-secured smart healthcare-smart city
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10T Sensor 2, stored values
are pSid,, Key,, Rnd,

A

loT Gateway (Raspberry Pi)
Stored values are

2) EKeyl[Rndll | RndO]

loT Sensor 1

[pSid4,NP,, Key;, NK;,Counter,],

3) Exey2[Rndy| | Data]

A 4

(Arduino)

A

[pSid,,NP,, Key,, NK,,Counter,],
[pSids, NP3, Keys, NKsz,Counters],

4) Exey1[NK; | |Data| | NP4]

Stored values are
pSid,, Key;, Rnd;

Rndo

5) ENKl[Npl]

v

A

Abbreviations and notations used:

E : Encryption with present day popular encryption algorithm (AES) loT Sensor 3, stored values
pSid, : Pseudo ID of the IoT sensor 1 are pSids, Keys, Rnds
Key, : Secret key for AES encryption algorithm

Rnd, : Random number of [oT gateway

Counter; : Counter for ID checking, counter value can be maximum 3

I : Concatenation

Rnd,; : Random number of IoT sensor 1

NK; : Secret key for AES encryption algorithm for the next round

NP, : Pseudo ID of the IoT sensor 1 for the next round

Figure 4. Our proposed novel mutual authentication scheme

By preventing any intervention from the start of the
communication, the confidentiality-integrity-availability
(CIA triad) of the smart textile systems is obtained. The
designed mutual authentication protocol is explained in
detail in the following subsection.

2) Our Novel Authentication Protocol for 10T Devices

Figure 4 exhibits the mutual authentication to be
performed between IoT devices and their gateway. The
abbreviations and notations used in the protocol are also
shown.

The sensor ID is updated by the gateway in each
authentication session to prevent the use of sensor IDs by
impersonation attacks. Additionally, the popular encryption
algorithm (AES) ensures the confidentiality of the data
transmitted in the exchange. The initial value of the first
session's secret key used is pre-embedded in the devices at
the production stage. The gateway generates a new session
key in each round, dictated to the wearable IoT device. A
counter is kept for each sensor on the gateway in case the
fourth and/or the fifth communication steps are interrupted.
The counter value is initially set to O for each sensor. NP,
initial value is ‘12345’. The steps of our mutual
authentication are described below.

Step 1: First, the wearable IoT device sends its pseudo-
ID (pSid,) as plaintext, and the generated then encrypted
pseudo-random number (Rnd;) to the IoT gateway. The
gateway locates the device in its database using pSid; and
decrypts the message to obtain Rnd;, using the sensor's
secret key in the database.

The gateway will check both pSid; and NP, in step 1, as it
may not have received the approval message in step 5 of the
previous round. If the device tries to communicate with an
old pSid,, instead of NP, the counter is incremented by 1. If
the counter value exceeds 3, the gateway detects an attack
and disables the IoT device with pSid, value in its database.
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Step 2: The IoT gateway returns the pseudo-random
number it has received from the sensor (Rnd;) after
concatenating it with the pseudo-random number it has
produced (Rndy). However, the message is encrypted using
the secret key Key,; found in the database across the
corresponding sensor. The wearable IoT device decrypts the
message and verifies its random number. Thus, the sensor
authenticates the gateway.

Step 3: We assume that the gateway is authenticating one
device at a time. Hence, the sensor sends the encrypted
concatenation of the gateway's random number with the
sensor data. The gateway decrypts the message and confirms
it is coming from the same pSid; using Rndy. Only then, it
trusts the sensor and write the data to its database. Thus,
mutual authentication is completed.

Step 4: The gateway creates a new secret key (NK;) and a
new pseudo-ID (NP,). Then, the newly created key, the
received data, and the new pseudo-ID are concatenated and
then encrypted before being sent to the sensor. The new
values are recorded in the database. The sensor decrypts the
message and checks if the data was received correctly. Upon
verifying correct data transfer, the sensor device updates its
session key with the new secret key (NK,) and records the
new pseudo-ID (NPy).

Step 5: In the last step, the sensor sends the NP, value
back to the IoT gateway encrypted with the new key NK.
When the [oT gateway receives the message, it ensures that
the sensor has updated its key and ID values. Finally, the
IoT gateway resets the counter value of the related sensor.

3) AES Implementation of Our Work

AES encryption library for Arduino UNO shared on
(https://github.com/DavyLandman/AESLib - accessed July
1, 2021) is used to secure the transmitted data. The same
library has been used in other works [38]. The Arduino
"micros ()" instruction tool was used for measuring the time
spent in a process. Tables I and II summarize the resources
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used during encryption and decryption by the IoT device.
The Flash memory footprint of our five-step protocol on the
IoT device is 4.67 kB. The SRAM memory load is only 0.21
KB when the protocol is run.

A thousand sequential encryptions have been carried out
to measure the encryption latency. Dividing the total time by
1000, the average time spent for single encryption was
calculated to be 282 microseconds (us). Likewise, the
average time spent for decryption was found to be 322 ps.
To measure the total time taken by the IoT device to finish a
full protocol round (3 encryptions and 2 decryptions), the
protocol code was stripped of wireless communication steps.
The total time for completing three encryptions and two
decryptions was 1492 ps. This value agrees with the
addition of individual encryption and decryption times,
except the extra overhead 2 us spent for five lines of code.
The current drawn by the Arduino was measured to be 42
mA. The total power dissipated was calculated as ‘5 Volts %
42 mA = 0.210 W’ using the classical Power=Vx| equation.
Our finding is in agreement with the results of work [39],
where power consumption of an Arduino UNO R3 board is
measured as 0.150—0.394 W for different test conditions.

TABLE I. MEMORY SPACE CONSUMPTION

Used resource Total Space Space
available used remaining

Flash memory 32 KB 4.67 KB 27.33 KB

SRAM 2 KB 0.21 KB 1.79 KB

TABLE II. SECURITY PRIMITIVE TIME & POWER CONSUMPTION

Description Time spent
Encryption time 282 Us
Decryption time 322 us
Total IoT encryption-decryption latency | 1492 ps
Encryption power consumption 0210 W

The values in Table I and II indicate that our security
additions have no significant impact on the performance of
the IoT device, compared to the resources spent in wireless
communications.

IV. SECURITY ANALYSIS

This section includes the informal and formal analyses of
our proposed protocol. Formal analysis was carried out with
well-accepted tools Scyther and AVISPA. But first of all,
known attacks and our security measures will be explained,
as our design uses Bluetooth for communication.
Unfortunately, Bluetooth devices can be vulnerable to some
attack types. For example, the attackers can capture the data
using the Bluesnarfing attack on Bluetooth devices [35].
Fortunately, our proposed design entails that even if the
transmitted messages are captured, it will not be possible to
access the data inside, as it is encrypted.

A. Informal Security Analysis of Our Protocol Against
Known Attacks

There are numerous types of attacks on IoT devices with
limited resources. The proposed design secures reliable data
communication between IoT devices against cyber-attacks,
as explained below:

Replay Attack: The capture and replay of transmitted data
are known as replay attacks [27]. Random numbers and
pseudo names are standard tools for resisting replay attacks,
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and our designed protocol includes elements that update
every session. Therefore, replay attacks cannot deceive our
protocol.

Full-disclosure Attack: This type of attack reveals
secrets of the communicating devices [40]. After revealing
the secrets, all following information exchange is captured.
AES encryption algorithm is known to protect message
content. Our present study uses AES encryption and new
AES session keys, each session. Therefore, our design is
safe against disclosure attacks.

ID-theft Attack: ID-theft attack occurs when an
unauthorized person obtains the device's ID and tracks the
following sessions of the device [41]. Our proposed protocol
uses changing pseudo-ID in each session. Additionally, if
the old pSidl of a sensor is used repeatedly to start a
session, the gateway detects the attacking device using its
counter.

Man-in-the-middle Attack: This type of attack is
achieved by injecting an attacker between two
communicating partners after changing transmitted
messages on the fly [42]. In our study, the transmitted data
is encrypted with AES, therefore injecting acceptable fake
messages in the partners' exchange is impossible. Thus, our
design is secure against a man-in-the-middle attack.

De-synchronization Attack: Selective interruption of
packets can cause synchronization problems between
devices and gateways. The counter in the gateway prevents
synchronization attacks. The counter allows three starts
from a sensor. If the sensor does not receive the new NP, in
the 4™ step, the sensor still has three chances to complete
around with the old pSid,. The gateway blocks the
unsuccessful sensor at the end of three attempts. Also, even
if the gateway does not receive packets in the last step, the
sensor can accept the packet is sent. Thus, the gateway and
legitimate sensors remain synchronized while the attackers
are blocked.

Identity Tracing Attack: In each session, identity
tracking and ID capture are resisted by changing the pseudo
sensor names. As the ID of the sensor changes in each
session, it is impossible to communicate with the IoT
gateway by reusing a captured ID.

Impersonation Attack: The IDs of the sensors are sent
as cleartext which changes in each session. The attacker
may want to guess the new ID by collecting the IDs of many
sensors. However, the ID of each sensor is created as a
pseudo-random number; therefore, our sensors cannot be
impersonated.

DoS Attacks against the Gateway: DoS attacks aim at
keeping IoT gateways busy [43]. Each sensor has a special
counter in the IoT gateway to prevent the attack. Initially,
the counter value is zero. If the communication is
interrupted in the fourth or fifth steps in our protocol and the
sensor fails to get a new pseudo-ID from the gateway, it will
use the same ID in the next session. The counter value is
incremented every time communication is attempted with
the same pseudo-ID. After three attempts, the gateway
becomes aware of the attack and disables the attacking ID.
Thus, the IoT gateway is prevented from being constantly
busy.

Clone Attack: The old cleartext ID is the mere
information stolen from the sensor for cloning purposes.
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However, since the gateway renews the ID in each session,
the previous captured ID will be blocked after three
communication attempts. So, clone attacks fail against our
protocol.

B. Security Analysis of the Proposed Protocol Using
Formal Analysis Tools Scyther and AVISPA

In recent years, the execution of automated authentication
protocol validation tools has become popular. Our proposed
protocol (Figure 4) was analyzed by not only one but two
formal tools Scyther and AVISPA. Scyther and AVISPA are
the most widely used tools for the formal analysis of
security protocols [12], [16], [27], [30]. The analyses and
verification results of both tools about our proposed protocol
are explained in detail in the following two sub-sections.

1) Analysis Using Scyther Tool

Scyther is a popular tool for automatic verification of
authentication protocols [44]. The tool has been utilized in
many works for conducting formal analysis on the designed
authentication protocols [45-47]. The tool allows checking
for protocol design errors and behavior against attacks. In
our work, Scyther version v1.1.3 for Windows was used.
Our protocol was coded by the security protocol description
language (SPDL), where the wearable IoT devices were
given the 'sensor' role. The gateway was given the 'gateway’
role. The five-step data transfers of the protocol were coded
as "send" and "receive "parameters of Scyther. Thus, the
data is exchanged by the "send" and "receive" parameters
between role players. The "claim" events are used to control
the security of the data transferred. The "claim" event
requires parameters. These parameters are 'secret', 'alive',
'weakagree', session-key reveal ('SKR'), 'miagree' and
'nisynch'.

The ‘secret’ parameter indicates that the values of Rnd,,
Rnd,, sensordata, NK,;, and NP, (protocol parameters of
Figure 4) are expected to be secure during transmission. The
first part in Figure 5 shows the above definition. 'alive'
parameter indicates that communicating partners are
expected to be alive. If the aliveness of the parties is
verified, then the availability security feature of the protocol
is ensured. Verifying the 'weakagree' parameter ensures that
the protocol is immune to impersonation attacks [27]. The
'SKR' claim tests if the session key secrecy has been
maintained. The use of 'niagree' parameter on both the
'sensor’ and 'gateway' roles ensures that non-injective
agreement (no messages can be injected into the exchange
between the role players) is achieved. Therefore, data will
be transmitted without corruption between the protocol
parties. Finally, non-injective synchronization, i.e., the
synchronization of five steps, is tested by the 'nisynch’
parameter. Verification of this parameter ensures that all
received messages have been sent by reciprocal and that the
recipient received all sent messages.

The 'OK' declarations by the Scyther compiler in Figure 5
prove that the protocol was completed successfully, and no
attacks were detected against the proposed protocol.

2) Analysis with AVISPA Tool

AVISPA is another popular tool used to verify
authentication protocols in the literature. Currently, the
AVISPA tool has a security protocol animator (SPAN).
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SPAN offers a graphical interface for interactive use of
AVISPA features. In AVISPA, the tested authentication
protocols are implemented using the high-level protocol
specification language (HLPSL). The tool has four back-
ends: On-the-fly model checker (OFMC), constraint-logic-
based attack searcher (CL-AtSe), boolean satisfiability
(SAT)-based model checker (SATMC), and tree automata-
based protocol analyzer (TA4SP). OFMC and CL-AtSe
checkers are more popular than SATMC and TA4SP.

AVISPA checks the submitted protocol and warns when
it finds an attack against the protocol. Our protocol's HLPSL
implementation was based on two roles: IoTsensor and
IoTgateway. The analysis results of our protocol using
OFMC are shown in Figure 6. The result on line 4 shows
that our proposed mutual authentication protocol is 'SAFE'
against attacks tested by AVISPA.

[W! Scyther results : verify X

Done.

Figure 5. Analysis result of the proposed protocol with the Scyther tool

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
C:\PROGRA~2\SPAN\testsuite\results\hakhil.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.01s
searchTime: 0.00s
visitedNodes: 9 nodes
depth: 5 plies

Figure 6. Analysis result of the proposed protocol with AVISPA
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Details of the protocol analysis are summarized after the
'SAFE' declaration of the tool. The tool confirms that our
protocol had a bounded number of checker sessions. The
location of the protocol HLPSL code file is also given in the
results to ensure the user about the description analyzed.
The output declares that the parsing of our protocol took
0.01 seconds. Searching for vulnerability took almost no
system time, as our protocol is very concise. Our protocol is
fully visited in only nine nodes. The depth of our protocol
was 5, named as 'plies' (number of protocol steps).

V. SECURITY PERFORMANCE COMPARISON

This section presents the performance comparison of our
proposed mutual authentication protocol with some previous
protocols. Table III summarizes the security features of the
comparison obtained from the related works. Protocols in
works [18], [28] have not been included because any formal
tools have not checked them.

The first compared feature is the number of verification
tools used in the studies. Protocols of studies [27], [30] are
proven by Scyther only, while the protocol in [16] was
proved by AVISPA only. Our protocol is the only one
proven by both Scyther and AVISPA. All of the protocols
compared in Table III are mutual authentication protocols.
The protocol of work [27] is completed in 4 steps, ours in 5,
work [30] in 6, and work [16] in 18. It is evident that our
design is very efficient in completing the authentication.
Two protocols use symmetric encryption, while the other
two fail to name their encryption method.

All of the protocols can resist the replay attack. While our
protocol resists full-disclosure, ID theft, de-synchronization,
identity tracking, and clone attacks, none of the rest of the
protocols can resist these attack types. Work [16] and our
protocol resist man-in-the-middle and impersonation
attacks. Work [27] can resist only impersonation and replay
attacks. Work [30] can resist man-in-the-middle attacks.
However, only our design and work [30] can resist the DoS

attack.
TABLE III. COMPARISON OF SECURITY FEATURES DECLARED BY THE

AUTHORS
Our [16] [27] [30]
Formal
e Scyther &
verification tools AVISPA AVISPA Scyther Scyther
used
Mutual
authentication Yes Yes Yes Yes
Number of 5 13 4 6
scheme steps
Encryption . . . .
method Symmetric| Symmetric | Unspecified | Unspecified
Replay attack Yes Yes Yes Yes
Full-disclosure Yes No No No
attack
ID-theft attack Yes No No No
Man-in-the-
middle attack Yes Yes No Yes
De-
synchronization Yes No No No
attack
Identity
tracking attack Yes No No No
Impersonation Yes Yes Yes No
attack
DoS attack Yes No No Yes
Clone
attack Yes No No No
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It is evident from the comparison that our protocol is
better verified with two popular verification tools. At the
same time, our protocol is resistant to all the attacks listed in
Table III, while the others are not. Now, our wearable
sensor's data transmission in work [34] is secured against
many attack types.

VI. CONCLUSION

Considering the increased use of IoT devices in smart
cities and the necessity to secure the data they exchange,
strong authentications in such systems are well accepted.
Moreover, the authentication process is expected not to
affect the performance of the devices. Thus, security and
efficiency are two indispensable properties demanded in
mutual authentications of low-resource IoT devices. In the
present study, we propose a two-factor security scheme for
IoT devices. The proposed authentication protocol was
demonstrated as an application on the vulnerable wearable
device of our previous work [34]. The collected data is
stored in encrypted form, protecting data from unauthorized
physical tampers. As a second security factor, a strong
mutual authentication is provided for transferring the data.
The proposed protocol was double-verified by two formal
verification tools, Scyther, and automated validation of
Internet security protocols and applications (AVISPA). Our
protocol is verified as safe against nine known attacks.
Hence, our design turns unprotected wearable smart textiles
into secure smart textiles. The provided security is
significant support for transferring loT data securely and
efficiently in smart cities. Therefore, the design presented in
this study is a new security scheme that can be used in
similar IoT and smart textiles applications.
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