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Abstract—Pseudo-Random Number Generator of Chaotic 

Sequences (PRNG-CS) has caught the attention in various 
security applications, especially for stream and block 
ciphering, steganography, and digital watermarking 
algorithms. Indeed, in all chaos-based cryptographic systems, 
the chaotic generator plays a vital role and exhibits 
appropriate cryptographic properties. Due to the technological 
outbreak, as well as the rapid growth of the Internet of Things 
(IoT) technology and their various use cases, PRNGs-CS 
software implementation remains an open issue to meet its 
service requirements. The hardware implementation is one of 
the most flagship technology used to implement PRNGs-CS 
with the aim is to provide high-performance requirements for 
such application security. Therefore, in this work, we propose a 
new PRNGs-SC-based architecture. The latter consists of three 
discrete chaotic maps weakly coupled, as well as, the Piecewise 
Linear Chaotic Map (PWLCM), the Skew Tent, and the 
Logistic map. The chaotic system is designed on Xilinx 
Spartan™-6 FPGA-board, using Very High-Speed Integrated 
Circuit Hardware Description Language (VHDL).  Simulation 
results, performed over the ISE Design Suite environment, 
prove the effectiveness of our proposed architecture in terms of 
robustness against statistical attacks, throughput, and 
hardware cost. So, based on its architecture and the simulation 
results the proposed PRNG-SC can be used in cryptographic 
applications. 
 

Index Terms—chaotic, field programmable gate arrays, 
hardware, performance evaluation, statistical analysis. 

I. INTRODUCTION 

The dynamic behavior of nonlinear systems has stirred 
enormous practical interest in recent decades. A nonlinear 
dynamic system of fairly simple structure creates chaos. In 
reality, a simple equation of recurrence generates very 
complex and rich chaotic dynamics. Indeed, chaotic systems 
are deterministic, it produces signals with characteristics 
that are very similar to random signals, and are highly 
sensitive to the initial conditions and control parameters that 
form the secret key [1]. A small change in initial conditions 
or control parameters induces a huge change in the system 
that generates pseudo-random sequences. Based on those 
properties, crypto-systems based on chaos, are an attractive 
alternative to standard cryptosystems to achieve security 
services. 

Using chaos to secure information transmission is a very 
promising solution to increase analog or digital transmission 
systems performances. Chaos-based analog cryptography 

has a downside which is that the parameters (part of the 
secret key) of the system vary with temperature, power, etc. 
For that, we use chaos-based digital cryptography. In this 
case, dynamic degradations and periodic behaviors occur. 
To mitigate these degradations, certain techniques are then 
used. 

The literature contains many mono and multidimensional 
chaotic maps that are used in various applications related to 
data security. The chaotic generator is a core component in 
the application of chaos-based encryption. Indeed, the key 
addition, substitution, permutation, and diffusion operations 
are performed according to dynamic keys, generated by the 
pseudo-random number generator of chaotic sequences, 
unlike standard cryptography [2]. 

Since 1990, several generators based on chaotic maps 
have been established in the literature. There are algorithms 
that typically use a single chaotic map as the pseudo-random 
number generator, such as Logistic map [3] and Bernoulli 
map (Sawtooth map) [4]. Additionally, there are other 
algorithms that produce the pseudo-random bits across a 
threshold. This technique allows easy translation of chaotic 
states into binary symbols, as indicated by the algorithm in 
[5]. On the other hand, other generations have suggested 
including near processing procedures to boost the statistical 
properties of the generated sequences, e.g., the algorithm 
mentioned in [6]. 

Nowadays, in the literature, there are some robust chaos-
based PRNGs, based on the combination of many chaotic 
maps. We cite only a few works from which we were 
inspired to carry out the proposed PRNG-CS such as, 
Jalloluli et al., [7], developed two new stream ciphers based 
on pseudo-chaotic number generators (PCNGs) that 
integrate discrete chaotic maps and use the weak coupling 
and switching technique. Dridi et al. [8], implemented on 
SAKURA-G FPGA-board using VHDL a slightly modified 
PCNGs proposed by [7]. Gautier et al., [9] proposed 
hardware implementation of a new version of the Light 
Weight Chaos-Based Stream Cipher (LWCB SC) on an 
FPGA platform. El Assad et al., [10], developed and 
implemented under MATLAB/Simulink some standard 
chaotic generators and realized two classes of new efficient 
generators.  Kocarev et al., [11], presented a class of chaos-
based pseudo-random bit generators (PRBGs). Addabbo et 
al., [12], analyzed the discretized Tent maps and compared 
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them to the traditional LFSRs as sources of pseudo-random 
bits. Asgari-Chenaghlu et al., [13], designed a new chaotic 
system based on a polynomial combination of 1D chaotic 
maps, and Tutueva et al., [14], introduced a novel technique 
utilizing the chaotic maps with adaptive symmetry to create 
chaos-based encryption schemes with larger parameter 
space.  

The aim of this article is to address the FPGA 
implementation of the pseudo-random number generator and 
to evaluate its performance [15]. The PRNG-CS produces 
pseudo-random sequences with uniform distribution, long 
orbits, and passing statistical tests [16]. The structure of the 
proposed generator integrates three discrete chaotic maps 
weakly coupled as internal state and an output function 
which uses a technique of chaotic switching between the 
using chaotic maps (Skew Tent, PWLCM, logistic). This 
effectively achieves robust behavior desired by any 
generator intended to use in applications related to 
information security. 

The paper is organized as follows: in section 2, we 
introduce the well-known chaotic maps: Logistic map, Skew 
Tent map, and PWLCM (Piece Wise Linear Chaotic Map) 
map. The following sections describe the details of the 
proposed pseudo-random number generator of chaotic 
sequences. Section 3, presents the structure of the proposed 
PRNG-CS.  

Section 4, describes the hardware implementation, 
provides the hardware metrics analysis, and gives the results 
obtained from the PRNG-CS in terms of phase space, 
histogram, NIST (National Institute of Standards and 
Technology) test. Finally, section 5 concludes the paper and 
gives some perspectives for our future work. 

II. CHAOTIC MAPS: OVERVIEW AND STATISTICAL TEST 

In this section, we give the discrete equations as well as 
the main results of the three one-dimensional nonlinear 
chaotic maps used: Logistic, PWLCM, and Skew Tent. 
These maps are the essential elements of the proposed 
PRNG-CS. 

A. Chaotic Maps Overview 

1) Discrete Logistic Map 
The logistic map was originally a model of population 

development, published in 1845 by Pierre Verhulst [17]. In 
1947, Ulam and Von Neumann used it as a pseudo-random 
number generator [18] because of the simplicity of its 
recurrence equation. Since then, it has been one of the most 
used maps in cryptographic applications. Its discretized 
equation is given by the following relation (1): 
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where, Z    (function Floor) is the greatest integer less than 

or equal to Z. 
The mapping or phase space trajectory [19] is one of the 

characteristics of the generated sequence that reflects the 
dynamic behavior of the system. They represent the chaotic 
map signature. Fig. 1, illustrates the discrete variation of 
sequence XL(n) generated by the discrete Logistic map and 
the attractor formed of  samples. The chosen 

initial condition XL(0)  is equal to . 

3,125,000

3,070,546,948

 
(a)  

 
(b)  

Figure 1. Results of the discrete Logistic map: (a) Discrete variation and (b) 
Attractor 
 

2) Discrete Skew Tent Map 
The Skew Tent map is a piecewise linear map [20]. It 

depends on the one control parameter sP , ranging from 1  to 

2N 1 . The discrete Skew Tent map is defined by the 
following discrete equation (2): 

   
   

 
 

-1

2 -1
0 -1

2 - -1
2 -

2 -

2 -1

s

N

1 2

s
s

N

N N
sN

s

N

XS n F XS n

XS n
if XS n P

P

XS n
if P XS n

P

otherwise

   
  

   
   



      
  






       (2) 

Fig. 2, gives the discrete variation and the attractor of the 
Skew Tent map. The chosen initial condition 

 0 2,954,536, 241XS   and . 92 10sP  
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(a)  

 
(b)  

Figure 2. Results of the discrete Skew Tent map: (a) Discrete variation and 
(b) Attractor 
 

3) Discrete PWLCM Map 
Piecewise Linear Chaotic Map (PWLCM) is another 

piecewise linear chaotic map [21], described by Eq. (3). 
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We draw in Fig. 3, the discrete variation and the attractor 
of the PWLCM map. The PWLCM map is widely used in 
cryptographic algorithms due to its good cryptographic 
characteristics compared with those of the Logistic map. 
The chosen initial condition XP(0) is equal to 3,890,346,746 

and the control parameter pP  in the range 11, 2 1N     is 

equal to . 91.2 10

 
(a) 

 
(b)  

Figure 3. Results of the discrete PWLCM map: (a) Discrete variation and 
(b) Attractor 
 

B. NIST Statistical tests 
One of the most popular standards for investigating the 

randomness of binary data is the NIST statistical test [22]. 
This test is a statistical package that consists of 188 tests and 
sub-tests (globally 15 different tests) that were proposed to 
assess the randomness of arbitrarily long binary sequences. 
Those tests focus on a variety of different types of non-
randomness that could exist in a sequence. For each test, a 
P-value is calculated to indicate the result of the test. A P-
value larger than threshold 0.01 

10

 indicates that the 
sequence would be random and a P-value less than 0.01 
means that the sequence is nonrandom. To apply the NIST 
test, we generate 100 different sequences of 3,123,100 32-
bit samples using 100 random secret keys. But we only used 
3,125,000 samples per sequence (i.e. ). Indeed, for 

each key, the first 100 samples generated per sequence are 
produced by the system internally but are not used to deviate 
from the transitional regime.  

8 bits

Table I shows the NIST results obtained for the Logistic, 
Skew Tent, and PWLCM maps. 

The results obtained show that the sequences XL(n), XS(n) 
and XP(n) do not pass all NIST tests. For the PWLCM map, 
some sub-tests have not passed but they are close to the 
acceptance threshold. This shows that the PWLCM map has 
better performance in terms of security than the Skew Tent 
and Logistic map. 
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TABLE I. P-VALUES AND PROPORTION RESULTS OF NIST TEST FOR THE 

LOGISTIC, SKEW TENT AND PWLCM MAPS. 

Logistic Skew Tent PWLCM NIST 
Test 

Pval Prop 
% 

Pval Prop 
% 

Pval Prop
% 

Frequency 0 100 0.249 100 0.817 97 

Block frequency 0 0 0 100 0.115 100 

Cumulative sums 0 100 0.385 99.5 0.726 97 

Runs 0 0 0.304 97 0.760 99 

Longest run 0 0 0.679 98 0.868 100 

Rank 0.383 97 0.249 99 0.978 100 

FFT 0 1 0.109 97 0.040 93 

Nonperiodic 
templates 

0 57.3 0.465 98.9 0.499 99 

Overlapping 
templates 

0 0 0.637 99 0.936 100 

Universal 0 0 0 94 0.616 98 

Approximty 
entropie 

0 0 0.616 96 0.534 93 

Random 
excursions 

0.138 92.2 0.268 98.3 0.054 99 

Random 
excursions 

variant 
0.418 100 0.304 98.6 0.020 95 

Serial 0 0 0.613 99.5 0.269 93 

Linear 
complexity 

0 100 0.290 99 0.046 99 

III. STRUCTURE OF THE PROPOSED PRNG-CS 

The results obtained of NIST test on the three previous 
chaotic maps demonstrates that they cannot be used alone as 
pseudo-chaotic number generators. For this, we have 
combined them in an efficient general structure giving the 
new pseudo-random number generator of chaotic sequences. 
The internal state of the proposed PRNG-CS is formed by 
the three weakly coupled chaotic maps, and the output 
function is based on a chaotic multiplexing technique as 
shown in Fig. 4.  

The system is governed by the following equation: 
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where, A represent the weak coupling matrix: 
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and , ,  are the 

discrete functions of the chaotic maps: Logistic, Skew Tent 
and PWLCM defined in Eq. 

 -1lF XL n   s   p  

(1), (2), and (3) respectively.  
The obtained multiplexed samples of the sequence X(n) 

are controlled by the chaotic sample Xth(n)  and a threshold 
T: 
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where,      thX n XP n XS n   and T=0.8x2N. 

The following Algorithm 1, shows the generation of the 

pseudo-random sequence X(n). 
 

Algorithm 1: Generation of the pseudo-random sequence  X n  

Result:  X n  

Initialization; 

 0XL ; 

 0XS ; 

 0XP ; 

 11 12 132N     ; 

 22 21 232N     ; 

 33 31 322N     ; 

While sn N  do 

          11 12 131 1XL n XL n XS n XP n          1

 

          21 22 231 1XS n XL n XS n XP n          1

 

          31 32 331 1XP n XL n XS n XP n          1

 

     thX n XP n XS n  ; 

if  thX n T  then  

       2NX n XP n XL n Mod  ; 

else 

  X n XS n  ; 
end 

end 

 
The size of the secret key of the proposed PRNG-SC is 

formed by all the initial conditions (of size 32-bit) and 
parameters of the system: 

  6 189s p ijK XL XS XP P P bits         (7) 

where: 32sP bits , 31pP bits , and 5ij bits  . 

The key space of the secret key is  different 
combinations which are large enough to make the brute-
force attack infeasible. 

1892

IV. HARDWARE IMPLEMENTATION AND EXPERIMENTAL 

RESULTS  

In the following we quantify the performance of the 
hardware implementation and we assess the robustness of 
the chaotic system against statistical attacks. 

A. Hardware Implementation 

In this part, the proposed PRNG-CS is implemented in 
hardware descriptive language (VHDL) and also in software 
by MATLAB [23]. The VHDL code is synthesized in 
SAKURAG-FPGA technology [24] and the tool used for the 
implementation is ISE Design Suite 14.6 of Xilinx. 

In the experiments below, we generate sequences in the 
same methodology as for the three chaotic maps (see section 
II, paragraph B). 

B. Hardware Implementation 

In this part, the proposed PRNG-CS is implemented in 
hardware descriptive language (VHDL) and also in software 
by MATLAB [23]. The VHDL code is synthesized in 
SAKURAG-FPGA technology [24] and the tool used for the 
implementation is ISE Design Suite 14.6 of Xilinx. 
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Figure 4. Architecture of the proposed PRNG-CS 

 
In the experiments below, we generate sequences in the 

same methodology as for the three chaotic maps (see section 
II, paragraph B). 

For the design of the proposed generator, we have opted 
for a behavioral description written in a high-level language 
to be converted into a Register Transfer Level (RTL) 
implementation as presented in the Fig. 5. 

The internal architecture of the PCNG entity comprises 
two sub-entities: the internal state which itself comprises 
three sub-entities (logistic, Skew Tent and PWLCM) and 
output function. Noting that, we have considered a 32-bit 
fixed-point binary representation (2Q30), for the 
implementation of the proposed pseudo-chaotic number 
generator [25]. 

 
Figure 5. External architecture of the proposed PCNG 
 

Before proceeding with its implementation on the FPGA 
component, a pre-synthesis simulation of the proposed 
algorithm is carried out to check its validity and to ensure 
that its operation is consistent with the results obtained by 
numerical simulation using MATLAB. Pre-synthesis 
simulation is usually involving the design of numerical 
simulation models or test benches in VHDL, which can be 
invoked directly by the Isim simulator integrated with the 
ISE Design Suite tool. The results obtained from Xilinx ISE 
Simulator are illustrated in Fig. 6. 

At the end of the Place & Route process which is 
performed after the synthesis process, we obtain the results 
of the chaotic system implemented by the Xilinx Spartan-6 
FPGA board (XC6SLX75).  Fig. 7 and Table II summarize 

the results of the hardware resources in terms of Slice Flip-
Flops numbers (FFs), Look-Up Tables (LUTs) and DSP 
blocks. For the computing performance, in the customized 
architecture, the number of clock cycles, which is required 
to generate a new sample is one cycle that operating at 
6.097 MHz  which achieves a throughput of 195.12 Mbps . 

 
Figure 7. Experimental results on XC6SLX75 FPGA for the proposed 
PRNG-CS after Post-Implementation 
 
TABLE II. RESOURCE CONSUMPTION OF OUR PROPOSED CHAOTIC SYSTEM 

WITH SPARTAN-6 FPGA (XC6SLX75) 
Component FFs LUTs DSPs 

Internal State 154 189 19 

Logistic 33 71 4 
Skew Tent 33 6061 0 
PWLCM 56 12698 0 

Output 
Function 64 65 0 

PCNG 0 131 0 

Total 340 19215 23 

C. Statistical Tests 

1) Mapping analysis 
We give in Fig. 8, the phase space trajectory or mapping 

of a sequence X(n) generated by the proposed PRNG-CS 

and formed by 3,125,000sN   samples.  
The chosen initial conditions are: 

 0 3,070,546,948XL 
92 10sP  

; ; 

; 

 0 2,954,536, 241XS 

 0 3,8XP  90,346,746 1.2pP; and . 910 

The mapping, which reflects the signature of the proposed 
PRNG-SC, looks as noise and this is a desired result. 
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Figure 6. Xilinx ISE Simulator results of the proposed PRNG-CS 

 

 
Figure 8. Mapping 

 
2) Histogram and Chi-square test analysis 

Fig. 9 presents the histogram [26] of a sequence X(n) 
produced by the PRNG-CS. Visually, the generated 
sequence is uniform. 

 
Figure 9. Histogram 

 
To assert the uniformity of the histogram, we applied the 

chi-square test [27-28] defined by the following equation: 

 
 21

2
exp

0

cN
i i

i i

O E

E







    (8) 

where, Nc=1000 is the number of classes, Oi is the number 
of calculated samples in the ith class Ei and Ei=Ns/Nc is the 
expected number of samples of a uniform distribution. Table 
III, presents the theoretical and experimental values for the 
Chi-Square test. As we can see, the theoretical value of the 
Chi-square test is bigger than the experimental value, so, the 
sequences generated by the proposed PRNG-CS are 
uniform. 
3) Correlation analysis 

Correlation analysis determines the statistical dependence 
of the states that make up long-term chaotic trajectories 
[29]. Low statistical dependency suggests that the chaotic 
sequence is unpredictable and reflects a significant 
confusion aspect. 

 
TABLE III. THEORETICAL AND EXPERIMENTAL VALUES FOR THE  

CHI-SQUARE TEST 
2  value PRNG-CS 

2 1000,0.05th   1073.64 

2
exp  979.13 

 
For data encryption, this is of great importance, in 

particular to eliminate the statistical correlation between 
clear and encrypted data. Three metrics can be used to 
evaluate the correlation between sequences produced by the 
chaotic system: the cross correlation which is a two-series 
similarity measure, the auto-correlation, which is a cross-
correlation of a signal with itself, and the correlation 
coefficient. One of the properties of a random sequence is 
that the values in the sequence are neither correlated nor 
repeated, and the cross-correlation between two sequences X 
and Y generated with slightly different keys is close to zero. 

The correlation coefficient XY  between sequences X and 

Y is given by (9). 

 
 ,

XY
X Y

Cov X Y


 
   (9) 

where, 

  
c c cN N N

i i i
i=1 i=1 i=1c c

1 1
Cov X,Y = X - X Y - Y

N N i

   
   
    

     (10) 
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1 1

1c cN N

X i
i ic

X X
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  i    (11) 

and 

 
2

1 1

1c cN N

Y i
i ic

Y Y
N


 

 
  

 
  i   (12) 

We give in Fig. 10 the auto-correlation of sequence and a 
zoom of this auto-correlation. 

In Fig. 11, we present the cross-correlation of two 
sequences X  and Y  which are generated with nearby initial 
conditions and a zoom of the cross-correlation. 

Finally, we give in Table IV the value of the correlation 
coefficient of these sequences. We note that the cross-
correlation of sequences X and Y is very low compared to 
the auto-correlation of sequence X, and the correlation 
coefficient is close to zero. Consequently, the sequences 
have a good auto and cross-correlation properties. 

 
TABLE IV. CORRELATION COEFFICIENT OF THE PROPOSED PRNG-CS. 

Correlation coefficient PRNG-CS 

XY  0.0064  
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(a)  

 
(b) 

Figure 10. (a) Auto-correlation of sequence X; (b) A zoom of the auto-
correlation of sequence X 

 
(a) 

 
(b) 

Figure 11. (a) Cross-correlation of sequences X and X (b) A zoom of the 
cross-correlation of sequences X and Y 

4) NIST test analysis 
We give in Fig. 12, the obtained result in NIST proportion 

of 188 tests and sub-tests, and in Table V the P-value of 15 
global tests of 100 different sequences generated by the 
proposed PRNG-SC (in the same conditions of section II, 
paragraph B). All P-values are distinctly larger than the 
critical value 0.01, proving the high degree of randomness 
of the generated sequences. This asserts the effectiveness of 
the ultra-weak coupling technique and chaotic mixing in 
designing strong PRNG-CS. Therefore, all previous 
statistical results demonstrate that the proposed PRNG-CS is 
robust against statistical attacks. 

 
Figure 12. Result in NIST proportion of 188 tests and sub-tests 
 

TABLE V. P-VALUES OF NIST TEST 

Test P-value Prop % 

Frequency 0.137 99.000 

Block frequency 0.988 98.000 

Cumulative sums 0.519 99.500 

Runs 0.290 100.000 

Longest run 0.437 100.000 

Rank 0.514 98.000 

FFT 0.898 100.000 

Nonperiodic 
templates 

0.554 99.041 

Overlapping 
templates 

0.384 96.000 

Universal 0.249 100.000 

Approximty entropie 0.779 100.000 

Random excursions 0.308 98.305 

Random excursions 
variant 

0.317 98.493 

Serial 0.777 100.000 

Linear complexity 0.213 99.000 

V. CONCLUSION 

 In conclusion, we developed and addressed the hardware 
implementation on SAKURA-G FPGA technology using 
VHDL of one of our pseudo-random number generator of 
chaotic sequences, and then, we evaluated its performance. 
Given the structure of the proposed PRNG-CS and the 
obtained results in terms of robustness against statistical 
attacks and in terms of hardware performance (speed, cost, 
etc.) indicate that the proposed PRNG-CS can be used to 
ensure the confidentiality of transmitted data (mobile 
communications, IoT) over insecure channels. Our future 
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work, will focus on the design and implementation of 
efficient stream and block ciphers for securing images and 
videos. 
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